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=^i^=L-)V (UIM) $:^AyT'fe*A 

|5g#«(SS^*aSS:S^riB<^^*tlTv^^.u I Mtca i'■r 
«> z: ic J: yjmmmi^ntcmmmss^moMo 20 

BugBUIM-e(Z)iM^S:iaih-rSfc«bO>^SS::e-rS. ^ 

mw^^U(omiu IM^cfa^i$^^Tv^sB^JlB®4t^ 

(O^m^yho-^^ (BSC) i:, ttfiBx-^ffi-^^ 
ltriB05^$*V^c^|5g^«^!g5Kaet^it«>^-*<^'>''^^ < 

i:=bio®«ife^S«S^^7^^ (BTS) mzm^t: 

i^r=M'Wi^m^y'^- (mso sr-^tf^t&sc^?:^ 



«|fgg5|Z 9-121387 
3>- ^$;>X^5f (HLR) 5:■g•^T'^3y. ft(l^i65Jfil 

(MSG) liu tsfB^isagjfaseojE^ttRu^ 

R) ^Cg^$tvT^^■5, if#^8{ciB«®^»ia^iaio 
[ft#^ 1 0 ] < 1 ocDtfJi^^^^ilSlii:^ 

(UIM) $:•^^■r'^3^J, 

nTV>SU IMH^e^Jtcn >y LJ.-3|fJiB®^*4xT 
V^SU IM$:tfflB(^)^$^X^jSI5^S'3S7^StCD-V 

i?^2>z:i;icj:y, BulBO^S4xfc^i5i^i6iS7^e 
[^^^ 1 3 ] itjga©;^7^ y 2 ti, ttriBU I MOM 

BffiacDSl:f5lofc7-*-^*^SuSBcD#^:3.— y'-^ffl 

[ft*3S 1 4 ] ttfiBu I M.\zpm^ 

^1 3lCiB«<D^lfliiMai«)^S*^^iS5^1ft!iS^ 

^c#liraSg*ISg(DllII?^l&3S5t5^«iSS'J ( I ME I) It 
HlffliJi/yT.^ (EIR) lc53v>^*5-&T, -eo^^ix 



izm^y^r-yT^iWi^'^ti. ff:*^l 

ilB^i^€>X7^>y^5:3Stc-^tf, 7tcg^®^i!; 

[000 1] 

S/n-;!/ (UIM) $:fi5ffl-tS^«tSt-M"fS. 
[000 2] 

(UIM) lcn>yi7-r-5>^i;®T'^-&iraA#Xti:=i-— 30 
[0 0 0 3] 1 9 9 3^3>^ 2 9 HlcmH^^afe r^l* 

een)<D0:^!|fffFaiMII9 330242 0. 0^ {<m% 
0562890Al-i-) li. MSSSST'SfftmiSiliifH 

M3^L•c^r^s. ^(D^n^sii. mmmmm^^^ # 

[0004] tfiiH<7)ffil^li, MST'U I M$: ^^V 5 
yf^^m^^m7rs\^X\^i>-h\ <m^^ 5 6 2 8 9 0 
A 1 lc|E«snT v^5 i. o IzW^^izfu f=y 5 > i^-tS 

[0 0 0 5] 

m^li'-WSkX^i^o'iL^^^^ ST, ^tCGSM (th 
e Groupe Speciale Mobile) ^t&lCiSt5<#t&^ISt3U 50 



(3) <lf^ 9-121387 

lf-ilig!J^2^3.-;u (UIM) i:?a;-ti:e>*iTv^ 

IS (^WiSBST'lis^a^p^e (MThisSiS) 
S) {Cj:»;^Sn-5^^7^-^5:iBlt-rSo UIM 

o3:i:=bT?^S. UIMli, />s-S^">'^;t^yfe-S^^^ 

[0 0 0 6] 3^®G SM{CSi5< i/;^.-7^AT'lis ADA 
#aglIl*^lliag*aS (MT) ICttB^LTtNJ&V^ 
tWt^ UIMCD^L— UIMti, S 



[0 0 0 7] GSMlCS^<i/;^7^ATH*, rL— 

i4j-®u I M;(ij- y^-k^(mm^mm^\^^nK-^^z. 

•&ffi#T*li'& < T-e«)U I M±a)jfSS:/M/TG SMii 

glilME I (International Mobile Equipment Ident 
ity (ffll^^KfSS5l5^«iSSiJ) {CJ:yili8'MI8T' 
feSo LTb^U 3G)1f^5:^x«y^-rsfctt)(DfiS^li, 

[0 0 0 8] 34xe>®ll^S:^ GSMlCS-r5<-^'>^?- 
[0009] 

^t&5^*ISg-e^$^^TVx^U IM;^r- K{Cil:t){C 
(3!)UiMK:n«y^'-t-&i:v'k-^3.iiJ*, -^-o^^iJ^^^S 

[0 0 1 0] -miZ. D^y ^#11144 ~8«j01i'>n- 

[0 0 11] ^l&3^5^gl*. v;^<5?-A;^«:'- 
FML-eii4$fF°Ic?5U I M5:i^«iaS5mg7i>^^t:fAn'& 
® 5:Paih-r-2>«fC|StfS*ifeU I MD «y =fo«e^-tSo 
^i&mS&Jcffnl^n^cUIMfct:^?:^ 



(4) 

[0 0 12] ^M^a-y^J'iia^v^ 

[0 0 13] :^nmoM(^B&3\:t. uiM^. ^num 

-S^ltg'JcD^I&mtSlCO^deffl Uf S J: O U I M5: 

[0 0 14] *#6R9(Z)fificDswii, ^wmm^mmii lo 

jg(C D >y -r -5 3. i: ;6^T' g-5J:-?tC«;oTV 
[0 0 15] ^W^(7>m>^. *m5:tJ^fJ3S{*> ^ 

[0 0 1 6] 

(Z)UIM:;!7-F^C^'y^'$nTV^^^^G)•e. 

S€:^tj)ag5NSetc}f A$i^Tv^su I Mien v^ir 

[0 0 17] ^w^oi^mmmm. (mt) i^u 

®3-V> K (ovei^the-air conunand) (Cj:yuiMlca 

U I M -e©^t&3§s5!agS® I M E I □ i--g> 3 
iltCioT. -eoUIM?:, W^lMis^U-vi^-^tx-t-^ 40 
i&S|g5f5|ggtC33.V ^T(7)*«M b»S J: e> IC-f S Zl i:«>T' 

[0 0 18] l¥L<3*^5i:, «iSaft$Bli. ^i^:^^ 
AT'ADA#*^oT V%-6^iSag7|5|ge0 IME I 

B©^ >y -fcr - i;5:^li6ag*iSg2:^ ^ i: U "tS 3 iitc 
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[0 0 19] mmmii. its, m«^iKs^tcj:y 
5^Ki«is^#iftsg?ia£S (MT) 

j^-fe>af- (MSG) S:-^tf„ ^Ift^^lSMli. ^fii 
[0 0 2 0] *5SWtcj:-5i:, mm^^M 

■So 

[0021] 01 izmmiffiB^^xisv. z.<Dmmm 

^^ti. ^miBit. mm^Wi^y-^- (mso 30 
^iiag^si oA^-e<D*T'iw^-t«>zii:(DT?#s 

(BSC) 4 0 H^^ti. mmS^l\yi^^^ (E I R) 
eOli^yiaSHiS'Jl^^"^^ (CEIR) SOtCg^S 

0-1, 6 0-2, "e O-NlC^^tlSZil^btT'^ 
ig^iStji/i;:7.<5?6 0$:3!tf-r-5t*®:^^^-^> 
3 (OSS) 70 ?:i9:i'^ s znfj^x-^ . 

mitW&m^=^-V \^ (BTS) 5 0?:/M^T^Tt) 
[0 0 2 2] iifiifliO#i&5g5l^S 1 o^®#3g^e 

fc7^-^5:fiBii-r-&3.— y'-iijgy^i^'^-;^ (uim) 

2 0 i:, mmWsf^^^^^i ( I ME I ) n-^y h 1 

^gl-tr > ^ - 3 0 tC*f LT=^ii^S^g 1 0 ^mm-t^ 

[0 0 2 3] @l^Cfe^^T, h O-^ 

B SC4 0©-5t)<©l-:3?:^U"r, ■^•*LtC'f'tSit"S^% 

^3a^fi^':^^ABTS 5 OSfiT'MSCS o*^e>^l& 

miSx»-e®fifi(3D^tt^^5S^SMT 1 o^iis®iift*'= 
[0024] MT 1 0 tt. 3.-- !f-aKg!l^$;^a.-;i/ (u 

m0&<Dvmsmmt^ii^-t^' mti oii, i&m>m 
^mw^i&mwm^i ( i me i ) h -1 5 trt^u 

[0025] MSCSOli, S^0=L—^-(Dt-l^(D-ts 
fcSbCDiifi^^^ ^;i/«:*-r.2>. H L R 3 5 li, a.—^- 

n-ffisiisi-fe - A u c 3 6 



(5) 

T'V^€., HLR3 SCDAuC^roaigi:. UIM2 0 

[0 0 2 6] Msc3 0(^ mmmiz^^nx\,^^^ 

^ms^-^mf^^i (IME I) =2.-y h 1 5$:/M^T^ 
li/iSg^SMT 1 0©iEai4Jtu:^^tC|l9-rsif$g$:l^ 
i5t-S7'-t?'<->^T-feS^SiKS!I^i^:^^' E I R 6 0 

6 0»3oO!) ru^^hj $:rticLTVNS„ 1 oti, ^ 10 
^V^^i^>^^<T!iS«L•CV^-S^:Ji^S^^TV^S IME I 1 

[0 0 2 7] im^(DzfUMy^(D7.'rvZf\tm2mM 
3©>^0'>^T'5^$4xTV^St:fcyT*fe-5o MTlOi: 
MSC3 0ilODr^T'©il<SCOB§$&«)|^(C, ^ll#tCS^ 20 

-So Zl®l5E3RCD^l^yfe-2^"0^yiiyCD^t-> MSC3 
Oli. |g2<D>'D>y^'3 0 0^Ca^$4^TV^SJ:■^)^CMT 
1 0® IME I 1 5S:^#S<J:o^C*«)e>4^S. ^«>i' 
>?.-rAT*tdU 34X1*. MTl 0^<Dilffi!@l#;^^vfe-2? 

(IDENTin REQUEST Message) (DjSlfSlC J: Ujl^Stl 
■5= ^E*©MT 1 Oli, IME I 1 5 S:-g-tfiig'Jf5^^ 
^y-fe-t^' (IDENTin RESPONSE Message) T*^X.S. 
^CDi|fgS<?!> 1 Oli, IME I 1 5«>W^&±iaUfe^E5fc 

[0 0 2 8] ^fgqgCDjf * L^r^|yfe^aJT'^i, IME I 1 

5«)ffi^i4MTi 07b^e><^Ka^B5lfTII*;*')'■fe-^^ (LO 
CATION UPDATING REQUEST Message) lC-^*n-5c 

[0029] :S5feC0i/>^-7^AlC j3l-t-5{4a3SfTil#:^ 
-fe_j;cr)7;t-V>y h2fctmi^t±> MT 1 0*^U IM2 
0 & W^L/T V A^o »; ^ttU I M 2 0 ^MrT h tf'Oi 
Sa/?)^e>^T-fe-S>i:#x.fetiS«^lCtt. IME IS: 

SS«fil*;i iZ-i^'tCTM S I Xtt I M S I t;-^*tvr 40 
V>S5b^MCM*?e>-r, ^K:lMEI$:Zl®^^yl2-5; 
fC-g-t-&^Z,i:-efe.5o TMSI (Temporary Module S 
ubscriber Identity) TM. I M S I (International Mo 
dule Subscriber Identity) t;fiS|gfTll^:^ ^vfe-i^ 

^c-^*^lTv^s#^^c^i. rcD^^y-fe-i^iiu tmsi 

XtilMS I^COV^T lo, ;5:0fiME I^COV^Tl 

-&ftT'20(D#l&5S^Sn^lJ'[f$g (MOBILE IDENT 
in information) $:-^*7fct-t4xlf^ce>^eV^<, fiSffiffH 
-fe - I M E I $:■^^T' t >S#^{CldU z: 
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[0 0 3 0] IME I 1 5 ^m^'}5^t.MM^k\Z^ M 
SC3 0®qaat<DiSKg!@|:^ (IDENTITY REQUEST) %/-fT 
>>^S:^bTXttSi&WtC(4g3SiTS# (LOCATION UPD 
ATING REQUEST) ©if * UVN^-fb:* >yfe-i>" (preferred 
enhancaoent) X\,i.^aM(D^(r>>Z<m.:^ >y "fe - i^'^:^ ^ 
X. MSC3 0li, m2<DzfUy^30 5lZi5^'^X. M 
T 1 0*^?)ii^S*vfc.IME I 1 Saxt^SrW^-r^fe 
«!!)tCEIR6 0tCR^$:^fe). I ME I 1 5*^JS*tlfe 

-y^'U^hj {C^oTV^^ilE IR6 0*^JU»L/fc*e> 

IS, •/a>y^'3 1 Oi)^^-:fav^ 3 i l/^^^TLT. M 

SC3 0liMT-UIMD^v;^^l8*^f^^tg (-(*- 

y;b) {c^oTv%s*^^*^f{I^-r^o :/a^yi?3iotc 
feVNTE I R 6 Oom^tCj: y^HftSS^NSHtA^JSitlfc 

[0031] MT-UIMO>y ^StlgiiifiStifWBIIB 
{C$*lSl-tnif=fo> #^<7)MSC3 0lCOV>TldU 

0 ^7 3 1 1 x^(DmmtMm^mx$>t\it-:ru >y 3 

1 i-ec5:9iid^ttia3«):/py^'3 1 5^n-t^o t»b 
MT-UIMa^y^'«SIB*^WF^I^c^^:o-C^^tl^i, >^ 

n >v ^' 3 1 1 xo^&mt-^a y^32 o^n-t^o 

[0 0 3 2] -fnv^ 3 1 5\zm^t. MSC3 0tt, 
MT-U I MD 3V> KSr^-T^PIil*;* 

(SECURITY REQUEST MESSAGE) (07 (A) ) Sr^fi^b 
|gilC:^$nTV^-g>MTl 0^;iifi*CDBSC4 0 
rL->y hJtt>'BTS 5 0rL->v h$:^LTz:©;<>v-fe- 

[0 0 3 3] MT-UIMn>v^'3V>K$:,^l*-t-5'e^ 
mH^^^y-fe-i^ (SECURin REQUEST MESSAGE) ti. S 

(hacking) J <Oi^T•«;a;^^z:i:$:fi^gI•rs#®^:M 
T 1 0{C-^^-£>fc«?)lC, a— tfroU I M 2 0 izm^-t^ 
HLR3 5(Z)AuC3 6©mS:^>LTii#t$tv5RA 
ND&OtSRES (^145t^N'^^-^) ®MS:-^^ 
-evNS, >ra«yi'3 1 5*^?>ya>y^'3 l 6 ®4S.t? 

E|5#R© '\#«'-r-5o ^^^3 1 6-^, MSC3 0 
14MT 1 0*->e)CDfE;^S:^#-'-J. 

[0 0 3 4] |2i42itmi5ti, ^mBiZ^t^UW!^ 
m^WMT 1 0(Dtm(D¥m^^to MSC3 0*^e>:5^ 
MTlOtt, ^\i'SSSL-otz.:^-y^ 

(;^T-^yyioo) , >?.-r«y:/i 0 5^c33v^T, -?-0:>i 
'y-fe-S;>'*%/IT-U I MD ^y ^MM-t^W^^^^ y 
•fe-i?T'fe-S:ib^S*^$:=^t*S-5^x ^y ^' A'^H l ©iff* L 
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(6) 
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1 1 

[0 0 3 5] i^Ws^wmmWTi 0(^X7^^v:/i 1 oJiA 

^®^QS^CO^^T, B13<DUIM-IME iD-yi'COX 

■r>y7^3 2 5icM3l-t'2>MSC3 o<Z)iia<^(-> 

[GO 3 6] 04CO7>5^^vyi 2 0^C^3V^T. MTl 0 10 
idU St-tSto fe^ >v -iz - i/ifiE^'(iib&ti'^ti'^^^>^ 

l^fSSiSl^^SrMTl OTjroifbV^W^iiffi*'^ 

So S7 (A) ^CfaS4^TV^SJ:e)^C, MT-UIMD 

7b^e)©RANDS:■^^T'V^5. Z-O^^^^VC-t^tc 

ENTICATION REQUEST) $:MT 1 0 \Zi^^^-itX. "tO^m 
#S:MSC3 0{Ciie>1±-5Zli:T'feS. -rSilMSC3 
0\%. MT10*^6St-tSlofeRANDS:ia^&HLR 
3 5©AuC3 6<D«»il{Cj2iy, iEb^^S RE SfS^S: 
SttSt'So MSCSOtt, ^CD^, ttrlBSRES^r^tf 
«l^t8fti§^5^^^yfe-i^" (AUTHENTICATION RESPONSE 
message) SrfMSiL-rMT 1 OtCjJiS. "tSilMT 1 0 

i±, M s c 3 0 *^ e>swsto t=.-m:mmm- (authen so 

TICATIQN RESPONSE) ODtfJOO S R E S 5:^ lOfelCM S C 3 
0 tC^ttSHSSI*^ - S^'T-jH e>nfe R A N D 5:M 
V^TUIM2 0*WL.fcSRESi:Jtii!•rS. 31(0 2 
ti© S R E SflD«*^-iSCt-tltf, «®Sl^ti*:^T'feS 

li^^lca^T'S -&±fSc?>;* 12 - i^3?^2:^'tS J: 
e){CMSC3 0i:AuC3 6 il&Stig-fSZlilSr'il^ilil 

^{■tSfo R A N D©?5^^:R$ CD U ;^ h bT, 

^ -fe - VX'Si^M-o fcRAND&ZlOU^hi:^^-^ 40 

T-5Z:il7b^T'^, X-T^^y^l 3 l^^Sr-r-S. 
0^^$:, miiRAND$:-^t^'5r®^^'yfe-^^S: 

^ctt){CStf tlfei? * L V ^§£^fc:&^S: RAN DA^^-rn 50 
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ti, MT 1 0ii^iR5tiS-/a-fe:^$:^T-t'5o RAN 

D{±;a*<D¥mS::^l/tUIM2 0lCiie>tU UIM2 

0 li, U I M 2 0 ®^tt5^1&atC J: U «5lW>:&^ST' 
H^S^xfcSRESmig-r. ^-r^y^l 3 0^cfe^,^ 

MTlOtt, MSC3 0*^e>S^■^5^of^MT-UI 
MD'V^^<yi2-i^®*CDSRES$:U IM2 0*^|+^ 
LfcSRESilit^C-T'So ^02-o<n>S-REB<Dmm 

^^tu r^ic;?.5^>y^i 3 0*^e>X7^^y:7'l 4 O^^t 
^S. :5?.5^'V^l 3 OT'*®THi^v^ (^^tA^«:^^) 

[0 0 3 7] X7^>y:/1 4 0^C^3V^TMT 1 Olil^SW 
;&U I Mn >v 1?*=^^ SrH^TUTMT 1 0 JC^^aSmS 
V ^•6 U I M 2 0 - F<D^^ Sr^fSt'S i tCMT 

1 00/N- K-!? 3iTS.tyfV -7 h't^aiTCOf^-y'^ 
^13^^\ l^OMT 1 0C!)fc«)a>U IMn-yi'^^^li 

1 4 0*^e>>^.7^^y-:'l 4 I'^fU ZZXMT i o« 

=bb^T'fen«;^-r>y^i 4 2^ 3lc^T'fe4%«;^5^ 
VZfl 3 1 

[0 0 3 8] >C-r^y:?'l 4 2^C^3V^■rMTl Oli, ^ 
T*^^^U IM2 0(Cn«y^ L-TV^-2>2:i:$:fil^L'T33 

(SECURITY RESPONSE) ( El 7 (B) ) 

fSo z:o:?i'vfe-5^J*MSC3 0{C3ie>ns. rMc::^. 

[0 0 3 9] yC-x>y:/l 3 Hi, MT-UIMD^y^'ift 

$:f^^-r-5. z:<3D;>i«y-«2-i'liu MSC3 OlcJSe>ti 
T, 3fefliCCDSa7b^i^'l4*^'&*'ofcZ:i: (authen t.icati 
on failure) J&:(D;«)^^^^tt-5-(DflfiO!)«!!S©^T'$>S(7) 
*>$:fiM-r-s>. r^itcx^^y^i 5 0ic^^TL.T:/a-fe;^ 

[0 0 4 0] MT 1 0®^®SStl?:f^lC:^bf-® 
T\ r^fClU 3(7)^7^ -v^S 1 6 5:#RP,-rs*^, ^itrl* 
MCS 3 0(Df!P«)S[itvtCS8-tS^ti^T*3*lT(r^^*^ 
■ot-o MSC3 Oli, MT 1 OiS^hl^^^V^M^ti^y^ 
(iMTl 07b^e)©fE:iSF5:«i®-rSi:> T-t^^vt/S l 6:^)^ 
e>^-r>yy3 1 7/^^^f U r0^5^>y^T'MSC3 0 
ti, <g*^7^>y:^3 3 0-e#R?,1--i>fe«?)(CMT l O^^^j 
®MT -U I MO V mW(D^^\zmt^'^-^tSf^ 

2,. <'^{c>5.-r^y^3 1 its^^-x^vzfZ 2 O^^r-T 
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(7) 



(004 1] ^/D^vi'S 2 0-eBrSC3 OtiUIM-I 

ifrf^BllgT'^S^&blf. f!pa)S£^^^±^a »y 3 2 0 *^ 
□ ^ 3 2 5/s^-r-6. 3®«SIB*M^&^tgt-'& 

■ox^^^rjihmm(^m\At-fuv^^ 2 o*>e>^a»y 10 

[0 0 4 2] ^0>y^'3 2 5^CfcV^T, MSC3 0li< 
U IM- IME I n'vi^3'=e>K?:Si*t-S'RPSil*S: 
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